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SECURITY REPORT  

I. INTRODUCTION 
Vantage Technology Consulting Group (Vantage), as part of Studio G Architects’ team, has 
been asked to assist the Massachusetts School Building Authority and Groton-Dunstable 
Regional School District (the District) in identifying the Security requirements and best practices 
for the Florence Roche Elementary School project. The project is exploring the renovation of 
the existing elementary school buildings as well as new construction within the existing site, as 
defined via three optional schemes being presented by Studio G Architects. Each option 
represents different opportunities and challenges, while the overall Security goals and 
requirements remain consistent, Florence Roche Elementary school shall be a welcoming and 
safe environment dedicated to the high academic achievement for all students.1  

School safety and security is a matter of high priority for school districts across the country. The 
protection of our students, faculty, and staff is a critical component necessary to support the 
mission of our educational institutions. Physical and psychological safety are both prerequisites 
for learning.2 Given the evolving threat landscape that our schools have dealt with, so too must 
our plans for preventing, preparing, responding, and recovering from safety and security events 
evolve also. Both the private and public sector has responded to this call to action and many 
resources for security best practices have been published in the last decade alone.3 This report 
details our professional opinions and recommendations for the application of the security best 
practices in schools. 

It is important to note that an effective security program is not merely the application of any 
particular security system or set of systems, but an overall strategy and culture. Also, equally as 
important is the reminder that the safety and security risks faced in schools go beyond active 
shooter events and, as such, all possible risks shall be considered in an effective security plan. A 
successful security program combines policies, procedures, and technology in the manner most 
meaningful for the specific environment. Within this approach, everyone in a school has a role 
to play in creating and maintaining a safe and secure environment.  

Additionally, it is important to focus on the delicate balance between the efficient application of 
security measures and the creation of an aesthetically pleasing and welcoming environment. Both 
outcomes can be achieved when both are considered early in the planning stages. Though it may 
be tempting to apply more value to traditional security and target hardening measures, studies 
have shown that overdesigning security can lead to increased fear and a lower feeling of security, 
which in turn can impair the effectiveness of learning and memory retention. As such, a balance 
needs to, and can be, struck between these seemingly opposing goals.  

This report focuses on the physical and electronic security aspects of the overall security 
program. The recommendations are made within the context of these categories only. The 
remaining categories – security policies and procedures – are equally as important, though not 
part of the current scope of work. Additional resources are referenced in the attachments which  
may be utilized for further information of best practices for security policies and procedures. 

 
1 “Florence Roche Elementary School – Vision Statement,” http://gdrsd.org/fres/ (January 10, 2020) 
2 Massachusetts Task Force, Report on School Safety and Security (https://www.alicetraining.com/wp-
content/uploads/2016/03/MA-School-Safety-Report.pdf) 
3 Vantage Technology Consulting Group, Resources, Tools and Guidelines for Enhancing School Safety 
(https://www.vantagetcg.com/resources-tools-and-guidelines-for-enhancing-school-safety/) 
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II. GROTON-DUNSTABLE REGIONAL SCHOOL DISTRICT 
Vantage and Studio G met with representatives of Florence Roche Elementary School, Groton-
Dunstable Regional School District, and the Groton Police Department on December 19, 2019. 
This discovery meeting was established to allow the design and consulting team the opportunity 
to explore the existing security related strategies and standards currently being implemented and 
identify the overarching goals of the District and School.  

Groton-Dunstable Elementary Schools, including Florence Roche, currently implement 
surveillance cameras and a buzzer system at the school site. These systems are required and are 
included in their Student Handbook. The handbook also includes a visitor policy, antibullying 
policy, as well as mentions to lockdown and fire drills.4 No additional physical or electronic 
security measures are outlined in the handbook; however, Florence Roche Elementary School 
also implements the use of duress buttons within the Administrative area. 

The District does not currently standardize on any Districtwide security platforms. The current 
video surveillance camera systems are local to each site and limited to the main school entrance. 
The buzzer system at Florence Roche Elementary School is located at the main entrance, 
requiring visitors during school hours to ring the video intercom device before being allowed 
access into the school.  

The District has a close relationship with the Groton Police Department and implements the use 
of Security Resource Officers (SRO’s). The District currently implements two SRO’s, with one 
assigned to the Florence Roche Elementary School and Groton-Dunstable Middle School 
campus. The second SRO is assigned to the remaining sites. Additionally, the District has 
evaluated CrisisGo’s emergency notification system in the past, however, it was concluded that 
this platform did not provide the required value and efficiency and the platform’s use was 
discontinued.  

The District’s overarching goal is to create a safe and secure environment without designing a 
fortress. While doing so, they would like to consider opportunities for addressing the following 
items at Florence Roche Elementary School: 

• Architectural design requirements to support current level of security operations plus other 
recommended security requirements 

• Safe site access from the main roads for site users, first responders, and bus staging, pickup, 
and drop-off  

• Options for integrating the video surveillance system with the Groton Police Department 

III. RECOMMENDATIONS 
A. Layered Security 

Effective security plans use a layered approach across all three main areas of a school: entry 
points, the building envelope (walls, roofs, windows, doors), and the classroom.5 All security 
measures shall be considered for application following this concept. Security measures shall 
be applied across each layer, mitigating against the exploitation of a single point of failure in  

 
4 Groton-Dunstable Elementary Schools Student Handbook, Final of as July 1, 2019 (http://gdrsd.org/wp-
content/uploads/Elementary-School-Handbook-FY20.pdf) 
5 DHS, DOE, DOJ, DHHS, Final Report of the Federal Commission on School Safety, December 18, 2019 
(https://www2.ed.gov/documents/school-safety/school-safety-report.pdf) 
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a school’s security plan. This approach can also prove valuable in delaying an attacker, in 
turn providing first responders with additional valuable time to be notified and react to an 
event. The recommendations provided in this section take into account the different layers 
in which security measures can be applied, in accordance with industry best practices.  

B. Security through Architecture 

The following items are the recommended concepts to be considered for the application of 
security through architectural and physical security components. These recommendations are 
categorized by layer, starting with the outermost and working inwards towards the center, 
which in this case is the classroom.  

a. Outer Layer (Campus Entry Points and Perimeter) 

i. Considerations shall be given to the natural funneling of people through 
designated entry points. Limiting the number of access points to a site is 
better and easier to secure than multiple dispersed entries.  

ii. The campus perimeter in the scope of this project shall be obvious and well 
defined. This could be through the use of landscaping, bollards, or fences. 
This design shall make it clear where the perimeter starts and ends and 
should not allow vehicles to freely enter onto the campus outside of the 
designated vehicle access areas. 

iii. Landscaping shall be thoughtfully designed to limit or eliminate the 
opportunities for hiding and shall not obstruct natural sightlines on the 
campus, especially along the campus approach.  

iv. If possible, it is preferred that the road design requires vehicles to travel in 
one direction only, preventing disorderly travel by vehicles and allowing for 
strange vehicular maneuvers to be more easily detectable. The design shall 
also limit the areas of intersection between pedestrian and vehicular traffic. If 
possible, bus traffic shall be separated from other vehicle traffic.  

1. The path of travel from vehicles and busses and into the school shall 
be carefully considered to limit the interaction between cars and 
people. This will mitigate against the risk of car accidents with 
pedestrians or the deliberate use of a car as a weapon.  

v. Roads and parking areas shall be designed in such a way to not allow cars to 
gain excessive speeds which may be dangerous in an accident or attack 
scenario. This can be done by the introduction of bends in the roads, curbs, 
speed bumps, or other methods.   

vi. Adequate signage shall be designed for the site to serve as a means of 
wayfinding as well as communicating to the public the security and safety 
related laws, policies, and procedures for anyone accessing the site.  

vii. Adequate lighting shall be designed to allow for proper observation of the 
site perimeter. 
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b. Second Layer (Building Perimeter or Envelope) 

i. The building perimeters shall also be given specific consideration. These shall 
be well defined and hardened. The number of perimeter doors shall be 
limited to the minimum necessary amount, decreasing the number of portals 
that may be used to penetrate the building perimeter.  

ii. If glass walls are used as an architectural component, high impact resistant 
security film shall be applied to the glass to achieve several goals: 

1. Decrease the ability of a projectile going through the glass (bullet or 
other readily available item which may be tossed at or bluntly forced 
against the glass such as a bat, pipe, etc.) 

2. Decrease the probability of an individual successfully breaching the 
glass in order to enter through the perimeter 

3. Keep broken glass from scattering even if it is shattered in place, 
mitigating against further injury from flying shards of glass 

4. Limiting visibility from the outside in strategic locations 

iii. Perimeter doors, door hardware, and windows shall be rated for the proper 
environmental applications and ruggedness requirements. Doors and door 
hardware shall not be capable of being easily defeated. 

1. Additionally, windows and other visible glass surfaces, especially on 
the ground level, shall be provided with a means of eliminating 
visibility from the outside during an emergency event. This may be 
through blinds, curtains, or other solutions.  

iv. The building’s main lobby can be considered as the point of transition 
between the second and inner layers. As such, this shall be designed with 
security functions in mind. A vestibule shall be created as a “stand-off” area 
where visitors need to wait and request permission for entry. This may be 
supported through the use of technology (video surveillance, access control, 
and intercom communication).  

1. The location of the lobby is typically designed going into the Admin 
building or department. This department shall be programmed to be 
located near the front of the site, to minimize the need for visitors to 
traverse through the campus in order to access the lobby and Admin 
area. 

v. The relationship between outdoor fields/tracks and the building perimeter 
shall be looked at closely and designed in such a way that the point of 
transition can be either controlled, observed, or both. If a field can be easily 
accessed from the outer layer, this may create a gap allowing easy access to 
your second layer.  

1. Control may be achieved via landscaping, fencing, or other physical 
barriers and is a function of how the field/tracks are designed and 
placed within the space program of the site. 
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2. Observation may be achieved via natural lines of sight or camera 
technology both of which increase the ability and perception of being 
observed.  

c. Inner Layer (Building Interior & Classrooms) 

i. The interior lobby, if any, serves as an extension to the controlled entry 
vestibule. Typically, in Admin buildings, this lobby needs to serve as a 
waiting area. As such, the lobby shall be designed in a manner that is 
comfortable for waiting and without the ability to freely run in to the rest of 
the building and, by extension, the campus. The waiting area shall be 
physically separated from the rest of the space, with a controlled barrier 
dividing the two. 

1. The area of interaction between a visitor and the staff shall be easily 
visible from the inside, to allow for the easy observation of any 
aggrieved visitor or escalating situation. 

ii. We assume, given The District’s desire for creating an open and welcoming 
environment, that the interior of the school will be designed with an “open” 
philosophy. This means visible sightlines from main shared spaces and down 
main corridors. From a security perspective, these are desirable traits that can 
enhance the security program. Visible sightlines allow for perceived and 
actual observation of activity. To mitigate against any drawbacks of this 
philosophy the design shall: 

1. Allow for the secure sheltering in place within dedicated spaces in the 
building. Typically, this takes place within the classroom or office. 
These doors shall be designed with this function in mind. If glass is 
used for room doors or walls, security film shall be applied.  

a. In buildings with spaces beyond just classrooms and offices, 
such as maker spaces, lounges etc., alternate means of 
sheltering in place shall be incorporated within the design. 
“Safe rooms” can be designed within building wings or other 
areas to allow for cover during a lockdown or other security 
incident. These do not need to be dedicated rooms but can 
be designated rooms that are designed to function as a safe 
room during an event. For example, a large storage closet 
between a lounge and other space may be used as the safe 
room during an incident. The designation of these rooms 
shall be considered as the design is created.   

2. Full glass doors are not recommended, but glass panes within 
wooden or metal doors are acceptable and can still achieve the feeling 
of openness and proper sightlines. Such doors shall be designed in 
such a way that does not hinder the successful hiding within the 
space.  
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a. Additionally, consider creating visual indicators on the floor, 
showing where the “blind spots” exist behind a door with a 
glass pane. This allows someone to hide in the correct area 
during a lockdown, even if a glass pane is utilized on a door. 
This concept requires thoughtful design in order to be 
implemented (i.e. the location of the door is critical).   

3. The design shall incorporate pass-through doors between classrooms 
along a corridor, to allow for the traversing of the building without 
the need to enter the corridor. This provides an optional route should 
the corridor be compromised during a security incident.   

iii. Classroom doors shall be lockable from the inside through the use of proper 
door hardware or lockdown buttons. No classroom door barricade devices 
shall be utilized. These barricade devices, such as “door blockers”, do not 
meet fire life safety code requirements and effectively increase the security 
risk and liability of the school and its occupants.6 These devices can be 
misused in a scenario where an assailant specifically wants to trap someone 
within a room, requires special knowledge to operate, and provides a 
function that can be correctly implemented through the use of proper door 
hardware instead.  

C. General Security Functions to be Supported 

The architecture and layout of the school shall support the following general security 
functions throughout the design and across all layers: 

a. The design shall support the school’s lockdown procedure and the provide the ability 
of sheltering during a lockdown event, regardless of where a person may be located 
on the site during the initiation of this event.  

b. Adequate signage shall be utilized throughout the design to allow for effective 
wayfinding and communication of security and safety related laws, policies, and 
procedures for anyone accessing the site. This may include signage on building, 
poles, windows, doors, and rooftops. Any signage or labeling of windows, doors, and 
rooftops shall be done in a consistent manner to communicate building identification 
to first responders efficiently.  

c. Proper lighting shall be designed throughout the site and buildings. Lighting shall 
allow for easy observation of the areas during night-time use. When areas are not in 
use and where security cameras are deployed, uniform lighting, rather than bright 
lighting, is the requirement for allowing proper recording of the images via cameras. 
Current camera technology can operate well in low light conditions, so long as the 
lighting is uniformly distributed.  

d. Designing for increased parent involvement is recommended. The most effective 
area for security impact is in the prevention stage. Education professionals are 
increasingly interpreting this as an opportunity to increase parent involvement in 
their child’s educational journey through programs and activities. In order for this to 
be possible, the built environment needs to support this function through the  

 
6 Partner Alliance for Safer Schools, 5 Reasons Schools Should Avoid Classroom Barricade Devices, (https://passk12.org/wp-
content/uploads/2019/09/5-Reasons-Schools-Should-Avoid-Classroom-Barricade-Devices-PASSK12.pdf) 
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application of spaces that can lend themselves for these types of activities. 

e. Look for opportunities to make schools the center of the community. Creating a 
sense of community ownership increases the security profile of a school, by growing 
the number of invested individuals that can be champions of security on a campus. If 
a school is considered a shared community resource, more individuals will be willing 
to look after one another and the site itself. Fostering this feeling can be facilitated 
by designing community spaces or flexible spaces that can be utilized by the 
community in a controlled manner.  

D. Crime Prevention through Environmental Design (CPTED) 

CPTED is a design strategy which leverages physical and environmental aspects to 
incorporate security within a campus. Designing the next generation of schools for the 
effective use of space with CPTED features will substantially reduce the opportunity and 
fear of crime.7 These principles aim to invoke security prior to the use of technology. This 
facility shall incorporate these principles, where possible, as recommended by Vantage and 
coordinated with Studio G Architects. 

The four principles of CPTED include: 

• Natural Surveillance 

• Natural Access Control 

• Territorial Reinforcement 

• Maintenance and Management 

From a high-level perspective, Natural Surveillance would be ensuring that sight lines are 
open, and trees and bushes aren’t obstructing views in strategic areas that could encourage 
crime or vandalism. The intent of natural surveillance is to increase the perception of 
observation, which can affect and alter the decision-making process with regard to 
inappropriate and unauthorized behavior.   

Natural Access Control is the thoughtful application of environmental designs (plants, trees, 
bollards, or benches) used to “control” or “funnel” access to certain areas. For example, 
properly located entrances, exits, fencing, landscaping and lighting can subtly direct both 
foot and vehicular traffic in ways that decreases criminal opportunities and can be better 
predicted. 

The last two principals – Territorial Reinforcement and Maintenance and Management – are 
related to invoking a sense of pride and investment within the campus so people feel this 
campus is their own, which naturally encourages them to protect the space. This is known to 
be related to reduction in opportunities for aberrant or criminal behavior such as vandalism. 

 
7 Randy Atlas, PhD, AIA, CPP, CPTED a Key Tool in Security Today’s Schools, September 16, 2019 
(https://www.securityinfowatch.com/security-executives/security-industry-services/article/21093911/cpted-a-key-tool-in-
securing-todays-schools)  
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E. Security through Technology  

Security technology shall be considered early in the planning stages of the project. This will 
allow the opportunity to build security into the design as opposed to forcing it onto the 
design. Doing so will reduce the amount of technology band-aids needed for the built 
environment and affords the opportunity for holistic thinking and early engagement of the 
stakeholders.  

This section shall be augmented during the next phase of the project. Detailed security 
technology recommendations shall be made once an option is chosen. Generally, the 
following components are the minimum requirements to be considered for this 
environment: 

• Video Surveillance Systems – This is the application of cameras throughout the site for 
both proactive and forensic information. In this environment the spaces typically 
covered include main entrances, main areas of congregation, admin lobby, and general 
perimeter areas. Additional high security areas may be identified during design. 

• Access Control Systems – This is the application of electrified hardware and possibly 
card readers to control access to spaces. In this environment the main application 
includes remote observation and control of entry vestibules to main lobby spaces. 
Complex application of card reader technology is not typically seen in this environment 
but may be explored if found valuable for mitigation of items such as brass key 
management and auditing.  

• Lockdown Systems – Technology can be utilized to facilitate the lockdown procedures 
of a school and campus. This can include buttons to trigger lockdown procedures, 
speakers or light strobes indicating the lockdown status, pre-recorded audible messages, 
and automated calls to first responders. 

• Mass Notification Systems – Technology can be used to automate communication of 
security incidents and remind individuals of their roles and responsibilities during a 
security incident. In this environment this may be particularly useful in reminding 
parents of the school’s reunification process during an incident.  

• Intrusion Detection Systems – Traditional intrusion detection systems are typically 
deployed in this environment to protect building and property. This is done through the 
application of door/window sensors, motion detectors, and glass break sensors that are 
monitored by an alarm company. 

• Duress Alert Systems – This is the application of duress buttons and other sensors 
strategically placed throughout a building to communicate with security staff and first 
responders in the event of a security incident. These can also be tied with lockdown and 
mass notification systems. 

• Visitor Management Systems – Technology can be used to support the visitor 
management strategy of the school. Computer software can be used to automate or 
increase the speed of checking in and verifying a visitor. These systems can cross-
reference blacklists and databases shared internally or with law enforcement as well as 
print badges that be used to visually verify a person. 
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It is recommended that electronic security solutions be considered for campus and district wide 
applications. It is advantageous to use the same technology platforms across locations for the 
following reasons: 

• Economies of scale can be leveraged in the procurement process 

• Maintenance plans can be more easily written and executed if the number of different 
platforms (and parts) are lesser 

• Training can be conducted in a centrally managed manner leveraging District resources 
and under the District’s control 

• The experience and expectations of security systems will be consistent across all sites, 
allowing individuals to understand the security policies and procedures regardless of 
which site they are visiting 

• District can manage a consistent application of the technology across different sites 

It may not always be possible to procure and install security systems simultaneously across sites, 
however, designing these systems with the campus and district wide mission in mind will allow 
you to make decisions today that will make the expansion of the platform easier tomorrow.  

Also, it is recommended that the integration of different security systems be considered, to 
multiply the capabilities of your systems. An integrated suite of security systems can leverage 
data across the platforms to provide actionable alerts that may otherwise not be possible with 
siloed independent systems. Examples: 

• An intrusion alarm system integrated with the video surveillance system can 
automatically roll-up the related camera when an alarm is triggered in a space. This may 
be valuable in quickly visually verifying an alarm condition.  

• A lockdown system integrated with a paging system could automatically announce pre-
recorded messages when a lockdown button is pressed, to provide immediate 
communication and directions. Furthermore, if this is integrated with a phone system, an 
auto-mated call may be placed to law enforcement (note: only properly certified and 
designed systems can make automated e-911 calls to dispatch centers).  

Lastly, the maturing of video analytics technology in cameras have made this a very reliable 
technology. It is recommended that video analytics, specifically programmed for use-cases that 
are useful for the specific District and application, be considered during the design of any video 
surveillance system. The commonly utilized video analytics in this environment include: 

• Loitering detection 

• Unusual motion detection 

• Digital fence line 

• Package left behind 

• Graffiti detection 
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OPTION SPECIFIC COMMENTS 
The following comments are made based on the architectural options provided by Studio G. Refer to 
Studio G’s documents for the visual graphics of each option.  

I. OPTION 2 (RENO/ADD) 
o PRO: The location of the proposed academic building creates an interior courtyard area 

in a desirable manner, from a security perspective. The courtyard perimeter is clearly 
defined by the buildings around it and sightlines can be maintained from all buildings 
onto the courtyard. 

o PRO: This location is the further from the walking trail, in comparison to the other 
options. If this is a public trail, this can be used as a route to access the site from behind, 
which is mitigated by not locating the site near the trail. 

o CON: This provides the least flexibility in how security can be implemented since it 
would need to be retrofitted. Also, retrofitting security systems is more costly than 
installing new systems and related infrastructure.   

II. OPTION 3 (SITE A) 
o PRO: Location is further into the campus than the current school location. This may 

make it a less desirable target for outsiders if proper perimeter and layered security 
measures are placed along the path. 

o CON: Location places school between an open field and a track, which may create a gap 
or easy access to the site from the sides. This would require additional security measures.  

o CON: Academic spaces are spread out towards the front and the back of the school, 
with the shared spaces traversing the middle. This creates a complexity in how security 
measures may need to be applied to secure the classrooms. 

III. OPTION 4 (SITE B) 
o PRO: Location is deeper into the campus, taking it further away from the outer site 

perimeter. This may make it a less desirable target for outsiders if proper perimeter and 
layered security measures are placed along the path. 

o PRO: Location mitigates risk from open fields and track since they are both to one side 
of the school. This simplifies the manner in which security systems would be 
implemented. 

o PRO: Academic space are all placed towards the rear of the school with the shared 
spaces all being in the front. This places the classrooms at an advantage from a security 
perspective and simplifies the manner in which security systems would be implemented. 

o CON: Location has the walking trail routed along the rear of all 3 main wings. This will 
require additional security measures to create a well-defined and secure perimeter 
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ATTACHMENTS 

I. ADDITIONAL RESOURCES 
The following list of resources may be utilized for further research and information on the 
topics outlined in this report. Vantage’s recommendations are based on these and many other 
industry standards and guidelines, our ASIS board certified Physical Security Professionals, as 
well as our experience as security consultants for school districts. This is not meant to be a 
definitive list of all standards but a starting guide applicable to K-12 Districts, for anyone 
interested in further literature. 

 
PASS School Safety and Security Guidelines 

The Partner Alliance for Safer Schools created a guideline on best practices specifically for 
securing K-12 facilities.  

https://passk12.org/guidelines-resources/pass-school-security-guidelines/ 

K-12 School Security 

The Dept. of Homeland Security created a guide specific for the implementation of security in 
K-12 facilities, starting with a threat assessment.  

https://www.cisa.gov/sites/default/files/publications/K12-School-Security-Guide-2nd-
Edition-508.pdf 

Final Report of The Federal Commission on School Safety 

The DOE, DOJ, DHHS, and DHS created a report on guidelines for securing K-12 and higher 
education facilities. 

https://www2.ed.gov/documents/school-safety/school-safety-report.pdf  

Guide for Developing High-Quality School Emergency Operations Plans 

Guide for preventing, protecting against, mitigating and recovering from emergencies.  

https://www.fema.gov/media-library/assets/documents/33599 

PASS School Safety and Security Checklist 
The Partner Alliance for Safer Schools created a checklist to assess your school’s security 
posture. 

https://passk12.org/guidelines-resources/school-security-checklist/ 

Standard for an Active Shooter/Hostile Event Response Program 

A standard for the creation of a response program specific for active shooter events for any type 
of facility.  

https://www.nfpa.org/codes-and-standards/all-codes-and-standards/list-of-codes-and-
standards/detail?code=3000 

 


